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Disclaimer

THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT ANY EXPRESS OR IMPLIED WARRANTY OF
ANY KIND, INCLUDING WARRANTIES OF MERCHANTABILITY, NONINFRINGEMENT OF
INTELLECTUAL PROPERTY, OR FITNESS FOR ANY PARTICULAR PURPOSE. IN NO EVENT SHALL
PACKETCONTROLLER NETWORKS OR ITS SUPPLIERS BE LIABLE FOR ANY DAMAGES
WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS,
BUSINESS INTERRUPTION, OR LOSS OF INFORMATION) ARISING OUT OF THE USE OF OR
INABILITY TO USE THIS DOCUMENT, OR THE PRODUCTS DESCRIBED HEREIN, EVEN IF
PACKETCONTROLLER NETWORKS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. BECAUSE SOME JURISDICTIONS PROHIBIT THE EXCLUSION OR LIMITATION OF
LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY
NOT APPLY TO YOU. PacketController Networks and its suppliers further do not warrant the accuracy or
completeness of the information, text, graphics, links or other items contained within this document, or assume
liability for any incidental, indirect, special or consequential damages in connection with the furnishing,
performance, or use of this document. PacketController Networks may make changes to this document, or to
the products described herein, at any time without notice. PacketController Networks makes no commitment
to update this document.




Table of Contents

OVEIVIBW. ...ttt ettt ettt e et e et e e sat e e e e e be e e te e sat e e abeesaeeereenneeanes 4
T 1141 0] ] | (- SRRSO 4

2= Tod (0 |01 oo ISP 4

L0 o =01 1Y PSSR 4
Enable NEetWOrk MONITON .........ccveiiiiic e 5
NEtWOrK MONITOT SELHINGS ...t 5
Configure MOoNItOring POI ........c.oiiiiicc e 6
OVEIall NEIWOIK ...ttt e re e e 7
SUBDSCIIDET ..ttt e e te et e e e e e re e 11




Overview

PacketController provides real time traffic capture feature, which will give the ISP complete
details on its network and subscribers.

The traffic capture runs continuously and keeps track of all the connections and hosts in ISP
network.

Some use cases as below:

® Show top usage of connections to see bandwidth hog

® Show top usage of hosts

® Show top PPS (packet per second) hosts to see abnormal traffic like DDoS attack and
identify its source IP addresses

High Performance

® PacketController Network Monitor scales at 1Gbps (full duplex)

® At 1Gbps, you could use both network monitor and bandwidth management without the
performance compromise

Real time network monitoring on whole network

® Real-time traffic capture for the whole network, i.e., all the active connections on the
network and top 50 talkers and hosts

® For each active connection, its source IP address, destination IP address, source port,
destination port, DNS, protocol, URL (if the protocol is HTTP/HTTPs), live bandwidth
usage of this connection

® Host Geo Location

Real time network monitoring per subscriber

® Real-time traffic snapshot for each active subscriber, i.e., all the active connections for
each subscriber

® [or each active connection, its source IP address, destination IP address, source port,
destination port, DNS, protocol, URL (if the protocol is HTTP/HTTPs), live bandwidth
usage of this connection

Sample Site

The examples shown here are simple illustrations of what can be done with PacketController
network monitor in ISP environment.

Background
ISP A has 1000+ subscribers and the uplink is at 600Mbps.

Objective

® Network connection tracking: ISP A needs to know the number of active connections
on its network, and the real time bandwidth usage of each connection. This is good source
to understand the network load; Furthermore, it is good to know if there are abnormal
network activities like DDoS attacks.

® Subscriber-based connection tracking: Besides the live bandwidth usage for each
subscriber, ISP A needs to know real time active connections for each subscriber. This is
to provide connection-based stats for helpdesk people to deal with customer complaints.




Enable Network Monitor

® Click Network -> Monitor, in Network Monitor tab and click icon in Action

column
Metwork Monitor
Status Action

o I

® In the popup window, click Yes button

Ars YOU sure you want to start network mon itor?

® In Status column, the ® icon will be shown.

Metwork Maonitor

Status Action

Network Monitor Settings

The network monitor settings can be configured, please note that the network monitor settings
can ONLY be set when network monitor is not running.

In most case, the default value of network monitor settings is good to go.

So network monitor should be stopped if it is running before change the network monitor
settings.

There are 2 settings:

® Max. Connections: The max. connections/streams to be tracked, by default it is 100,000,
the valid range is 1,000 — 500,000. The max. connections/streams setting depends on
network activities. You could check the current max. streams on your network in Streams
of System Resource widget in Dashboard.




CPU Usage il
PCQoS5 Status  Running
Qo5 Memory 793 MB
Buffers  0/194 /15,000
Streams 37 fZ83] 50,000
DMS 5tats - 122
Monitor  Running
Group Tiered Mot Running

® Max Hosts: The max. hosts (both internal and external network) to be tracked, by default
it is 25,000, the valid range is 1,000 — 50,000

The max. connections/hosts take the resource like CPU and memory, those 2 settings should
be a little more than the number of actual streams and hosts on your network.

The procedure to configure network monitor settings:

® Click Network -> Monitor, in Network Monitor tab and click "= icon in Action
column

Metwork Monitor

Status Action

@ D

® In Network Monitor Setting window, input the numbers
Network Monitor Settings

Max. Connections 00000

Max. Host 25000

® Click Save button

Configure Monitoring Port

The monitoring port must be configured, it must be the external port of bridge. If you have
multiple bridges and you want to monitor the traffic across all bridges, then you should




configure all external ports as monitoring ports.
The monitoring port can be configured before or after network monitor is running.

The procedure to configure monitoring port:
® Click Network -> Monitor, in Monitoring Port tab and go to the port for monitoring port

Monitoring Port

Port Type Monitor Listener Action
I emQ External ] a I
em] Internal ]
em2 External ]
em3 Internal O
® Clickicon = inAction column

@ In the popup window, click Yes button

Are you sure you want to enable this port for network monitoring?

® In Monitor Listener column, the checkbox is checked.

Monitoring Port

Port Type Monitor Listener Action
emd External o
eml Internal O

em2 External O

em3 Internal O

Notes:
please do NOT use internal port of bridge.

Overall Network

The active connections and hosts are monitored in real time on overall network.

® Click Log & Report -> Connections, select All connections to view all active connections




Show | 10

entries
Connection H Ports Protocol DNS Idle In Out
120.223.242 176<->121.100.52.133 0=->0 icmp 30 16 16
121.21.25392<->121.100.51.154 18934<-223 statscil-lm 12 ] 0
35.180.97.159<->119.59.85.185 0<->0 icmp <-»1195985185.rdns.afghanwireless.com 30 16 24
119.59.85.250<->52.113.194.132 57426<-2443 statscil-lm 1195885250.rdns.afghanwireless.com=->50005 smsedge.net 21 896 144
64224 144 5+<->134 246 21.103 53277<-2445 statscil-lm 3 ] 8
110.157.249.38<->115.59.85.185 0<->0 icmp <-»1195985185.rdns.afghanwireless.com 30 40 40
80.94.146.79<->103.241.159.114 51353<->16005 statscil-Im 30 0 Q
103.241.156.126<->152.36.201.18 49498<->443 skype-voip 2 1.5M 14.4K
64.224.144.5<->217.182.244.69 53665<->445 statscil-Im <->pB9.ip217182244.eu 1 g 8
64.224.144.5<->37.23.105.193 50900<->445 statscil-lm 28 ] o
Showing 1 to 10 of 14,339 entries Previous m 2 3 4 5 . 1,434 Next

The column idle/In/Out can be sorted.

All Connections v

Show | 10

entries

Connection Ports Protocol DNS Idle In - Out
38.90.147.10<->103.241.156.100 54579+<-49060 unknown_udp O—ﬁm‘ﬂ(
103.241.156.126<->152 36.201.18 61652<->443 skype-voip o 72m 56.4K
103.241.156.114<->61.5.201.13 43430<->443 unknown_udp =->rr2 sn54bisofpgraxnn3cae googlevides.com 3 6.2M 61.8K
103.241.159.114+->152.36.201.18 485752443 skype-voip 12 5.9M 417K
103.241.156.114<-261.5.201.13 15895=->443 skype-voip =->rr2sn54biSofpgraxnn3cae.googlevidec.com o 4.9M 41.4K
103.241.156.126<->152.36.201.18 33886<->443 skype-voip 1 27M 25.2K
103.241.159.106<->61.5.201.13 54737<->443 statscil-im <->rr2.sn54bisofpgraxnn3cae.googlevidec.com 0 27M 52.2K
103.241.159.106<-»61.5.201.13 54735<-2443 statscil-im <->rr2.5n54bi5ofpgraxnn3cae.googlevidec.com 1] 26M 51.4K
103.241.159.106+-»61.5.201.13 54736<->443 statscil-lm <->rr2sn54biSofpgraxnn3cae.googlevidec.com o 26M 50.8K
103.241.159.106+-261.5.201.13 54734=-2443 statscil-lm =->rr2sn54biSofpgraxnn3cae.googlevidec.com o 2.4m 478K

The search filters include All connections/Top 50/DNS, protocol and IP address

Metwork Connections Report

All Connections v icmp Search Refresh

Showl 10 "’l entries

All connection records can be exported in PDF.

Pack
?c%oﬁg Connections Report [2022-06-22 05:08:03]

58090 0 0

79.124 62 130 64224 144 171 63559 statscii-im 15

64224 1446 64224 158 1 53872 161 unknown_udp 16 32 24
167.86.80.140 64224 145118 8082 8080 unknown_udp 20 0 1]
92.255.85.70 121.100.52.206 63402 22 statscii-im 15 24 0
91240242 18 64224 144 14 41307 3389 statscilim 25 224 144
103.241.156 126 15236 201 18 45498 443 skypa-voip a 1268368 12392
64.224.144.210 199.103.24.2 26272 443 statscii-im 0 992 720
37.0.11.224 121.100.51.221 32823 22 statscii-im 9 0 1]
64.224.1446 64.224.158.1 60972 181 unknown_udp 7 32 24
103.241.158 66 5112432246 60896 443 kbiportal iom_int statscii-im 29 640 160
431293643 12110051 1 1] 0 icmp 27 32 1]
14688240 4 121.100 51 207 34395 18 unknown_udp & 0 4]
61.216.168 96 64224 144 B3 31222 48897 statscilim 30 ] 0
179.43.154 134 12110051198 34905 22 statscii-im L] 0 4]
64.224.144.210 23.212.99.162 26394 443 statscii-im 19 568 138

52.0.252.238 103.241.156.82 443 41428 ec2520252238 compule1.amazonaws. hitps. 30 24 8




® Click Log & Report -> Host, , select All Hosts to view all active hosts including external

and internal hosts

All Hosts v

Show | 10 ~| entries
Host ° | DNs
64.224 14698
121.10052.94
64.220.106.208 W208.2064220106.mcime.dsl.cnc.net

121.100.51.90

64.224 146,240

808277144

£422414439

103.241.159.204

43.252.233.66

1065.14.184.174

Showing 1to 10 of 6,807 entries

City

Atlanta Downtown

ns

Herndaon

na

Atlanta Downtown

Middelburg

Atlanta Downtown

na

na

na

The column idle/PPS/In/Out can be sorted.

All Hosts w
Show | 10 V| entries
Host DNS
103.241.156.82
103.241.156.126
103.241.156.114

152.36.201.18

61.5.201.13 rr2.sn54biSofpgxaxnn3cae.googlevideo.com
61520112

152.36.201.20 video.fkbl101.fnafhedn.net

195.229.6.51
103.241.156 226

7412598103

Showing 1 10 10 nf A RS9 enTries

The search filters include All Hosts/Top 50/DNS, Country and IP Address

Charlotte

Sharjah
na

Mountain View

Region

Georgia

na

Virginia

na

Georgia

Zeeland

Georgia

Region

na

na

na

North
Caralina

na

na

North
Carolina

Sharjah

na

California

Country idle PPS
us 13 0
AF 14 0
us 1 )
AF 7 0
us 5 0
NL 0 1
us 23 0
AF 5 0
AU L] 0
<] 3 2
Previous |17| 2 3 4 5
Country
AF [ 1918
AF o 1605
AF 0 1507
us 0 1063
AF [ 839
AF o 650
us 0 571
AE o 539
AF 0 530
us o 415
Previous ‘17‘ 2 4

56

24

8

64

681

10.5M

14.3M

11.6M

108.8K

122.5K

109.2K

121K

36.7K

26M

637K

666

Next

640.7K

208.8K

237 3K

EALY

6.4M

46M

am

54M

909 9K

3IM

Next

Show | 10 ¥ [ antries

All hosts can be exported in PDF

g;ﬂaeisgz

Hosts Report [2022-06-19 12:40:01]

na na us 29 0

107.154.179.159 107.154.179.159.ip.incapdns.net
50.220.51.242

64.224.146.98

121.100.52.94

64.225.0.87 arippe. 6228388888 uxm
121.100.51.90

151.80.120.112

3.250.122.120

104.18.100.194

17.248.162.70

66.110.49.80

64.224.144.39

na na us

Afianta Downtowgeorgia  US

na na AF
na na us
na na AF
Rome Lazio T
na na us
na na us

‘Cupertino California  US
‘Wilmington 400 Delaware  US

Aflanta Downto Georgia ~ US

15
8

0
0
0
0
0
0
0
0
0
3
0
0

24
16
0

o

0
0
0
0

32
0
0
56
0

6608

64




Notes:
® In Host reports, PPS (Packet Per Second) metric is good to identify the DDoS attacks.
® One specific IP could be filtered for both connections and hosts in Search input.

All Connections + 192.168.0.220

Show | 10 "l entries

Connection - Ports Protocol DNs idle In Out
192.168.0.220+<->114.250 64.34 52453<->443 https <->clientservices googleapis.com 10 48 32
192.168.0.220=->192.168.0.168 65311=->443 htps 4 67.5K 1.5K
192.168.0.220=->192.168.0.1 63263<->53 domain 20 64 16
192.168.0.220<->8.888 65307<->443 https <-»dns.google 1 0 24
192.168.0.220<->104.215.194.111 60147<->443 https 6 16 24

® Click Log & Report -> DNS to view all DNS records used by subscribers

Active DNS Records

Show | 10 ~| entries
DNS © | IP Address Idle
broadband.time.net.my 202.190.165.98 7056
13225523430 portaltecnet.com.br 132.255.234.30 7030
93.77.242 96 ter volia net 93.77.242.98 6564
jayray.nsupdate.info 0000 5652
244.152.186.183.adslpool.sx.cn 183.186.152.244 5531
8324810258 bredband tele2 se 83.249.102.58 5457
ddsl&61611825.fuse.net 66.161.1825 5409
8ta145192143 telkomadsl.co.z 41.145.192.143 4850
pull-fedn-geps.s.worldfcdn.com 172.96.112.234 4325
37.23.240216.x0sl.ab.ru 37.23.240.216 3974

Showing 1ta 10 of 5,007 entries Previous | 1 | 2 3 4 5 . 501 Mext

The column idle can be sorted.

EnEEE

Show | 10 ¥ | entries

DNS © 1P Address ‘ Idle >
e

broadband.time.net.my 202.190.165.98 7056

The search filters include DNS or IP Address

Active DMNS Records

Show | 10 | entries

All DNS records can be exported in PDF




?pc?ngnléuesg Active DNS Record Report [2022-06-22 05:26:53]

S 7 S B

cc38x138 sels.u 83.17238.138 1692
112201 230 228 pldt net 112201230 229 810
24385 endicolt edu 642524395 625
hep.tucm.site 0.0.00 47
¢8324910258 bredband.tele2 se 83.249.102.58 14
58.69.176.162.pldLnet 58.69.176.162 1230
catv371918134.catv fixed vodafone.hu 37.191.8.134 o7
204.ip193702.eu 193.70.2.204 622
ip18423112582. anahca.spesdns.net 184.231.125.82 902
sp187108200160.13 eveocloud net 187.108.200.160 480
177 248 89 43clienteszapizzi mx 177248 .89.43 1485
'WGPON395243 watean. net 110395244 1046
37 23150163 xdsl ab.ru 37.23.150.163 989
m5836 contaboserver net 173212243136 624
WGPON3924229 wateen.net 110.39.24.229 1808
831726496 lidnet.net 83.172.64.96 1536
ehtraz.com 20.50.170.60 883
11414226228 ppp.bbig.jp 114.142.28.228 693

Subscriber
The active connections per subscriber are captured in real time.

® Click Log & Report -> Subscriber
® (Go to the subscriber and click Active Connection in Reports Dropdown of Action column

em0 ~ Blocked Type Group v Plan Type ~ Plan + m Reser

Show | 10 ¥ | entries
Name Plan IP Address Speed (In/Out) = Drops Packet Loss (%) Action
glennbox P-25M 192.168.0.220 6.3M/1245K 0 1] Latil. Reports v
192168.0.198
192.168.0.100
Active Connections.
SER19343 C0_saT 179.43.109.191 aro o o Real Time Speed
179.43.109.192
| Real Time Drop
SER19389 CO_s0T 179.43.105.109 0/0 0 1]
- - ! B Real Time PPS
SER14303 DEDO1_0125T 179.43.110.85 0/0 0 o History Reports
179.43.110.87
SER19560 DED01_0125 179.43.109.186 0/0 0 o Subscriber Analysis
179.43.105.29

® The active connections for this subscriber shown as below:

‘ Subscriber Active Connections [EE-2191] |

Show | 10 ¥ | entries
Connection © | Ports Protocol DNS Idle In Out
52.98.151.82<->103.241.156.170 443225470 nitps 5 344 24
103.241.156.170<->13.107.21.200 638362443 statscil-im 0 2K 51K
103.241.156.170<->104.208.16.94 545812443 statscil-im 16 632 88
103.241.156.170<->52.98.149.162 54258<-2443 statscil-im 3 224 680
103.241.156.170<->52.114.76 232 5261242443 hrtps 0 16 32
103.241.156.170+<->104.208.16.94 54586<-2443 statscil-lm 1 632 88
52.98.151.66<->103.241.156.170 443-->33319 https 25 168 o
103.241.156.170<->13.107.6.158 54984<-2443 statscil-im 10 18K 15K
103.241.156.170<->52.98.149.176 598842443 hrtps 17 0 [
103.241.156.170<->13.69.239.74 512632443 statscil-im 27 688 280

Showing 1 ta 10 of 192 entries Previous |T| 2 3 4 5 20 MNext

® |dle/In/Out can be sorted and it is helpful to see the heavy connections of this subscriber




Subscriber Active Connections [EE-2191]

All Connections v

Show | 10 ~ | entries
Connection Ports Protocol DNS Idle In . Out
103.241.156.170<->23.63.111.98 51037<->443 statscil-lm 4 1.3M 11.8K
103.241.156.170<->23.63.111.98 51064=-=443 statscil-lm 8 T4T7 2K 69K
103.241.156.170<->23.63.111.98 51075<->443 statscil-lm o 692K 16.6K
103.241 156 170<->2.16.158 67 57810<-=443 statscil-lm 2 83K 248
103.241.156.170<->204.79.197.200 63863<->443 statscil-lm o 5.9K 16.8K

® The search filters include All connections/Top 50/DNS, protocol and IP address

‘ Subscriber Active Connections [EE-2191]

All Connections

e

Snow | 10

"| entries

® There are 3 types of data which can be exported in PDF: All connections of this
subscriber, DNS records of this subscriber and Application usage of this subscriber
Subscriber Active Connections Export

ﬁ'ﬁ%‘ﬂ

File Type All connections of this Subscriber

All connections of this Subscriber
DNS reconds of this Subscriber

Application usage of this Subscriber

EE-2600 Connections Report [2022-06-19 12:44:41]

103.144.237.6
103.144 237 182
179.60.195 48
103.144 237 182
103.144.237.221
103.144 237 220
103144 237 46
103.144 237 222
103.144.237.221
103.144.237.222
103144 237 46
103144237 122

61.5.201.13
152.36.201 20
103.144 237 221
152.36.201 20
61.5.201.13
61520113
824180124
152.36.201.18
61.5.201.13
152.36.201.18
61520113

1523620118

CONTROLLER

7Packet

61379
35534
3478
55410
52166
44344
63077
43408
36448
59408
58921
43921

443
45730

m2.:sn54biSofpgxaxnn3cae.googlevidec.skype-voip

video.fibl101_fna fbcdn.net skype-voip
skype-voip

video fikbl101.fna focdn.net unknown_udp

m2.:sn54biSofpgxaxnn3cae.googlevidec.skype-voip

0

0

0

0

0
r2.sn54biSofpgxaxnnicae googlevidec statscil-im 0
bittorrent 0

statscit-Im 0

r2.sn54biSofpgxaxnnicae.googlevidec sbppe-voip 0
skype-voip 0
r2.sn54biSafpgxaxnnicae.googlevidec ookmown_udp 6

unknown_udp 0

5.5M 91.4K
31m 453K
8444K T708.7K
8218K 111K
809.7K 20.2K
796 8K 15.4K
T614K 24 5K
T156K 14 6K
699.4K 26.5K
B77.7K 13.7K
6326K 11.6K
B04.1K 111K

EE-2600 DNS Report [2022-06-19 12:44:34]

httpsapihk.bigolive.tv

dns _google

240.205.226.35.bc.googleusercontent.com

tiktok_bytedance.map fastly.net

ip.azwus1clients.msnmessenger.msn.com.akadns.net

www _google com

msgrlatest.c10r facebook.com

play_google.com




ﬁpﬂﬁﬁt EE-2600 Protocol Report [2022-06-19 12:44:07]

e T

statscit-Im 382M 15K 382M
skype-voip 27.1M 360 27.1M
unknown_udp 16.3M [] 16.3M
htips 4am 11K 4M
p2p 27M 208 27M
msn-im 854 5K 177K 872.2K
kazaa 789.1K 1K 790.1K
bittorrent 750 3K (1] 750.3K
unknown_fcp 2259K 232 226.2K
domain 128.8K 24 128.8K
icmp 158K 32 158K
xmpp-client 64K 0 64K

http 6.3K 8 6.3K




